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Configuring Horde with Kolab
14 January 2006

Overview

As with most computer applications, there are more than one way to accomplish the goal. At the time
of writing this document full Kolab integration still had issues to be worked out. So the approach taken
here uses Kolab as an IMAP server. More complete integration may be available in the development
packages of Kolab and Horde. However, this document will assume the reader is not familiar with
accessing, and/or troubleshooting the development versions. So this document will work with the
official release versions. (Kolab 2.0.3 and Horde 3.0.9)

Prerequisites

Horde relies on a number of other programs, which must be installed before Horde will work properly.

® Apache — with PHP support, at a minimum.

® PHP 4.3.0 or newer, with the following support:

apache

apx and apxs

get-text

XML and DOMXML

Database support for the desired system (i.e. MySQL, PostgreSQL, etc.)
MCrypt

UTF-8

GD, or ImageMagick

Mime Magic

IMAP

® PEAR, with the following modules:

o

[¢]

Log

Mail

Mail Mime

DB

File

Date

Services Weather (optional)

e PECL, with the following modules:

[e]

fileinfo

® An email system — sendmail or equivalent.
® A Database server (i.e. MySQL, PostgreSQL, etc.)
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Other prerequisites may be needed, depending on the modules to be installed.

Most of the prerequisites are installed by default with Apache and mod php. However be aware you
may need to recompile these to get the necessary support items.

This document will assume the prerequisites are installed and operational, and the necessary services
running. It will also assume the MySQL database is being used.

Getting Horde

To download Horde, and it's components, visit http://www.horde.org. In the upper right hand corner of
the screen you will see shortcut links to the latest versions of the packages. You need to download the
following:

Horde - The Horde framework. Required for ALL modules.
IMP- The Internet Messaging Program. Provides web mail.
Turba — The Horde address book.

Ingo — An email filters rule manager.

Kronolith — The Calendar module.

Nag — Task list manager.

Mnemo — A note manager.

Other modules are available — check the Projects link in the left hand navigation for others that might
be of interest to you.
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Installing Horde

Choose a directory will Horde will be installed. This directory should be in the web root. If it is not,
then Apache will need to be told where the directory is (see the configuring Apache section).

Copy the horde tar file into the desired directory, and untar it, and then rename the created directory.

cd /home/horde (or wherever you have placed the horde file)
tar -zxvf horde-3.0.9.tar.gz
mv horde-3.0.9 horde

Copy the other module files into the horde directory, untar them, and rename the created directories.

cd horde

cp ~/*.tar.gz .

tar -zxvf turba*.tar.gz

tar -zxvf ingo*.tar.gz

tar -zxvf kronolith*.tar.gz
tar -zxvf nag*.tar.gz

tar -zxvf imp*.tar.gz

tar -zxvf mnemo*.tar.gz
rm *.tar.gz (remove the tar files — they aren't needed anymore)
mv truba* turba

mv ingo* ingo

mv kronolith* kronolith
mv nag* nag

mv imp* imp

mv mnemo* mnemo

Each module has a config directory. Change into each and run the following command:
for fin *.dist; do cp $f ‘basename $f .dist’; done

Make sure you run this in horde/config, as well as the module directories (i.e. horde/imp/config).
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Installing the Horde Database

In the horde/scripts/sql directory are various SQL create files for different database systems. Choose
the appropriate file for your system, and edit it.

Change the password line to use something other than the default password.

-- IMPORTANT: Change this password!
PASSWORD('MY_NEW_PASSWORD')

Save the file.
Apply the file to your database. For example:
mysql -u root -p < horde/scripts/sql/create.mysql.sql

Next, check each of module directories. If they have a scripts/sql directory, then the scripts must be
applied to the database so the module will work properly. For example:

mysql -u root -p < horde/kronolith/scripts/sql/kronolith.mysql.sql

File Permisions

To make things easier, we will change the owner of the horde files to that which runs the web server.
First we need to find the appropriate names:

cat /etc/apache2/httpd.conf | grep 'User’
cat /etc/apache2/httpd.conf | grep 'Group'

Look for the lines that are similar to

User apache
Group apache

The values after the User and Group keywords are the user and group accounts that apache runs as.
Using this information we can then issue the command:

cd /home (or whatever directory contains horde)
chown -R apache:apache horde

Where the “apache:apache” part is in the format of “username:groupname”, and substitute the values
you found above.

If this is not done, you can expect to see errors later when we create the conf files in Horde's
administration interface. (of course, this is but one way to address the issue).
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Configuring Apache

Before we can see the Horde directory in a web browser, we need to make sure the web server is setup
for it. In this case we'll assume the Apache web server is being used.

As always, there are more than one to make this happen. In our case, we will create an alias for the
Horde directory. The settings for the Horde directory should be applicable to most Apache
configurations — whether in a virtual host or not.

Add the following code to your Apache configuration file, for your default web site (can usually be
found in /etc/apache2/httpd.conf or /etc/httpd/httpd.conf):

Alias /horde /home/horde
<Directory /home/horde>

Options Includes ExecCGI

AllowOverride All

Order allow,deny

Allow from all
</Directory>

In the above, change the two instances of “/home/horde” to match the directory where you have
installed Horde.

The alias line says that whenever a request is made for the /horde directory, use then contents in the
/home/horde directory. So, if you would prefer a public directory called “webmail”, change the line to

Alias /webmail /home/horde

In the first example above we would access horde with a URL similar to http://localhost/horde where
with the alternate alias line, the URL would need to change to http://localhost/webmail.

The <Directory> settings can be changed to be more secure, depending on your needs. Check the
documentation at http://httpd.apache.org/docs/ for more detail.

Restart the web server before continuing.

/etc/init.d/apache? restart
OR
apache2ctl restart
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Preparation for Kolab

Unfortunately at the time of creating this document, getting Horde fully integrated with Kolab
presented a large number of issues. Too many to be covered in a one day workshop on Kolab and
Horde. So, we had to scale back on how we worked with Kolab. What this means for us is that Kolab
will be treated like an IMAP server where we can send/retrieve mail. But even before we get to that
point we need to deal with another issue.

Kolab installs it's own version of Apache, which intercepts traffic on port 80. Unfortunately, this
version of Apache, and PHP do not support MySQL, or some of the other prerequisites of Horde. The
only way to address this within Kolab (found so far at least), is to install Kolab from source, modify the
ombtool.conf files, and manually retrieve the necessary rpm packages. This assumes a high level of
skill by the user. So we will explore an alternative.

To address this problem, we will run two versions of Apache, each listening on a different IP address.
So, we need to tell Linux to use two IP addresses for the same network card. How this is done depends
largely on what distribution you are running. You can create a temporary alias like so:

ifconfig eth0:1 172.16.3.100

And change the IP address to be in the same subnet as your current address (but one that is not in use).
This value will be lost when you reboot. Look into the correct method for setting up an IP alias with
your Linux distribution.

Once you have that done, edit Kolab's apache config file (/kolab/etc/apache/apache.conf), and look for
the lines:

Listen 80
Listen 443

Change this to read

Listen x.x.x.x:80
Listen x.x.x.x:443

where the x's represent the second IP address you have just created.

Now do the same thing for your primary (non-Kolab) Apache server configuration (usually found in
/etc/apache2/httpd.conf, or something similar). But use the other IP address for your network card.

What this step does for us is allow the two versions of Apache to be running at the same time, and yet
have each handle it's own requests. The only thing remaining is to setup SSL on the non-Kolab Apache
server. However, SSL is a separate topic, and we'll proceed without it on the non-Kolab server for
simplicity's sake.

Remember to restart both Apache servers before continuing.

One final step before configuring Horde. You will have the option later of allowing your users to select
which server they connect to. For the purposes of this document, we will remove this choice, and
default to connecting to the Kolab server. To do this, edit the horde/imp/config/servers.php file.

Comment everything after the “/* Example configurations: */” up to (but not including) the
“if (SGLOBALS|'conf"']['kolab']['enabled']) {* line. Start a comment with /* and end with */.
Alternatively, you can start each line with a # character.

Save the file.
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Testing Horde

At this point we can check if Horde has everything it needs to run. We do this by pointing a web
browser to the horde directory like so:

http://localhost/horde/test.php

The resulting page should give some hints about what is missing. If you see a bunch of PHP errors at
the top of the page, these normally mean the necessary PEAR modules do not exist. Scroll to the
bottom of the page to see which ones are causing issues.

Resolve any problems reported on the test.php page before continuing. However, be aware that some
items are only warnings.

Configuring Horde
Now that all the preliminaries are done, we can log into Horde and begin fine tuning the configuration.

Open a web browser and point it at http://localhost/horde. Keep in mind that localhost should be
changed if needed to the name of your server, or it's IP address, and that the /horde directory should
match the alias we created for the horde directory.

You should see a screen that looks like so:

B o
Home Layout Administration

Welcome, Administrator

- [EY Horde

B[] Mail @ Last login: Never
B @ Organizing

& Administration

-l Log out

Here, click on the Administration link (upper right, or left hand menu), then select Setup. You will now
see a screen that looks like this:

-l Ho_rde Horde Setup

[ | Mail

- Organizing Application Status

E% administration Address Book iturba) H3 {2.0.9) 0 Mi=sing configuration. You have to generate it now ifyou want to use this application.
7 Setup§ Calendar (kranalith) H3 {2.0.6) 0 Migsing configuration. You have to generate it now ifvou want to use this application.
_____ : ﬂ Users: Filters {ingoy H3 {1.0.2) 0 Mi=sing configuration. You have to generate it now ifyou want to use this application.
_____ !ﬁ o Horde ihorde) 3.0.9 & Mo version found in yvour configuration. Regenerate configuration.

L. Mail {impa H3 {4.0.4) 0 Mi=sing configuration. You have to generate it now ifyou want to use this application.

""" & PEmEEmS Maotes {mnemoi H3 {2.0.3) 0 Mi=sing configuration. vou have to generate it now ifyou want to use this application.
""" & DataTree Tasks (nag) H3 (2.0.4) 0 Mi=sing configuration. You have to generate it now ifyou want to use this application.
----- B3 FHF shell
..... 3 saL shell
..... m LI

- gl Log out
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Each of the items listed is one of the modules we installed. We need to first configure Horde itself, so
click on that link.

On the resulting screen, we have a nice graphic method of configuring Horde. This is MUCH easier
than having to manually create/modify the config files ourselves.

Start with the Database tab.

ELl X # B

Home Setup User s P 5 DataTree PHF S

- [ Herde Horde Setup

g ;I:;Lmzmg General I Daahase I icati | Sigrl Up || Logging || Preference System || DataTree System || Groups Fache Sysiem | Token System Ma?iler Virtual File Storage _
) Custom Session Handler || Image ﬂ MIME D ‘Country Lookup ﬂ Problem Reporting H Menu Settings ﬂ Custom Function Hooks ﬂ Portal Block Configuration
E‘"% ety Kolab Groupware Server U IMSP server settings |
- & setup; Horde Database Settings
Fof#l Users NOTE: These are only the defaultvalues for any database driven backends. You still need to configure the different systerns like "Preferences” or "DataTree" to actually #se a database backend.
€7 Groups + What database backend should we use7
- fip Permissions Request parsistent connections? ]
g DataTres # Database serverhost
- @8 PHP Shell * Username to cannectto the database as
3 saL shel Password to connect with
-G CLI + How should we connect 1o the database?| Un Sockets |vl

[-@ Log out

Location of UM socket

% Database name to use

# Internally used charset|jso-gas9-1

Generate Ho anfiguration

Make the following changes:

® Set the database backend to MySQL. If you are using a different database system, make the
appropriate selection here.

® Enter the Database server, username, password, and database name to use. Because these were
set up earlier on the same box, you will likely need the following details:

o Server: localhost
o Username: horde
o Password: (whatever you entered in the SQL file)

o Database Name: horde
When you are done, click the Generate Horde Configuration button.

If you encounter any errors, resolve these before continuing. Errors are reported in a yellow bar above
the Horde Setup bar. If you did not change ownership of the Horde files earlier, you will probably see
errors indicating the conf.php file could not be created.
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Next switch to the Authentication tab

Sl

15 Permissions Dat.

- [EL] Hord
o aras Horde Setup
[ Mail — = = i i
@ EreER General IE Authentication l Sign Up I Logging || Preference System || DataTree System || Groups || Cache System || Token System || Mailer || Wirtual File Storage
Custom Session Handlel i Country Lookup H Problem Reporting ﬂ Menu Settings ﬂ Custom Function Hooks ﬂ Portal Block Configuration

- Administration Kolah Groupware Server || IMSP server settings |
-l Log out Horde i

Which users should be treated as administrators (root, superuser) by Hﬂrd97|ﬁdm\mstramr ‘
* Should we atways store and validate the [P address ofthe client (as seen ly the web server) in the (]
session? Doing so will help increase security by ensuring that an attacker from another host can not
try to hijack the session.
* What backend should we use for authenticating users to HD"E‘97[AutumaI|E authentication as a cerain user |v]

 The usemame ta authenticate everyone as [administrator |

The password to use for the user's Eredentia\s| ‘

% Allow usernamea to ba passed by GET, POST or cookie?[_]

Senerate Horde Configuration

We will come back to this tab later, but for now, change the first text box to read
Administrator, manager

This will allow the Kolab manager to login and manage Horde, after we have the IMAP configuration
completed.

Generate the configuration again.

If you web pages stop working as we move through this process, hit the browser's back button and click
the Revert Configuration button. If this step doesn't work, go to the horde/config directory and copy
the conf.php.bak to conf.php, Then reload your web page and reapply your changes, taking care not to
recreate the situation that broke Horde.

Next click on the Preference System tab.

=
o[l Horde Horde Setup
=] Mail
[~ (@ Organizing
- €8 Administration + Successfully wrote fhome/horde/config/conf.php

(-l Log aut

( Successfully saved the backup configuration file fhome fhorde fconfig/conf.php.bak.

General |[ D Il ication || Sign Up ][ Logging | R et el | DataTree System || Groups || Cache System || Token System || Mailer || virtual File Storage
Custom Session Handler ﬂ Image i i ﬂ MIME D i Country Lookup ﬂ Problem Reporting ﬂ Menu Settings H Custom Function Hooks ﬂ Portal Block Configuration
Kolah Groupware Server ” IMSP server settings |

Preference System Settings

The size ofthe preferences field in your backend in bytes. Horde will reject any wiite to the preferencesl:l
backend ifits length exceeds this value. Leave empty to skip this checking. E.g. MySQL stores the
preference data in a LONGTEXT field. This field can hold 4294967295 hytes so most likely checking is
not needed. However other OB installations may anly have a storage size of 64 KB (65535 bytes)
These installations would want to turn checking on

* What preferences driver should we use?

Generate Horde Configuration Revert Configuration

Change the Preference Driver drop down to SQL Database. Wait for a moment as Horde updates the
page to show the pertinent options.

Generate the configuration again.
Change to the DataTree System tab.
® Set the backend drop down to SQL Server.

® Generate the configuration.
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Change to the Kolab Groupware Server tab.

0- [ Harde Horde Setup

(= Mail
= General || D: Sign Up || Logging || Preference System || DataTree System || Groups || Cache System || Token System || Mailer || Virtual File Storage

-8 Organizing - L - - = H = 5
. . Custom Session Handler || Image ﬂ MIME D ﬂ ; Country Lookup H Problem Reporting H Menu Settings ﬂ Custom Function Hooks ﬂ Portal Block Configuration
£ administration > -
Kolab Groupware Server || [l EEL WY
-l Log out

*** IF YOU HAVE NO IDEA WHAT KOLAB IS THEN YOU CAN SAFELY IGNORE THIS TAB ***
Kolab is in noway required for normal Horde usage. If, however, you intend to use Horde as awebclient for Kolab then you will need to ensure that the following fields correspond to those required by youn
Kolab installation. You can find some of the required values in the §EOLAB_ROOT/etc/kolab/kolab. conf configuration file. Please note that the old [CalivCard storage format has been dropped in faval
ofthe new =ML storage format & IMAP folder annotations; subsequently the Horde Kolab modules will only work with version 2 of the Kolab server.
Ityou would like to find out maore about Kolah then please visit the Kolab community website at hitp M kolab. orgi

* Horde/kolab integration status| Enanled n

* Server address:||pealhost

* Server port |38y

* Base DN:|de=exarnple, de=corm

Kolah LDAP Server Settings

% Bind DM | cn=manager, de=example, de=com
& Bind Password:[pas sword

HKolah Cyrus IMAP Server Settings

* Server address:[|gealhast

# Server port[143

% Sieve port[2p0p

* Default maildomain:[exarple com

# Administrator user:[manager
* Administratar password: [pas sword
+ Virtual domains: %]

HKolah SMTP Server Settings

* Server address:hocamost

+ Server purt.

Generate Horde Configuration Revert Configuration

® Set the Horde/Kolabe integration option to “Enabled”. Wait a moment while Kolab shows the
expanded options.

® Enter the appropriate settings for the Kolab LDAP server. You can find some of this
information in the /kolab/etc/kolab/kolab.conf file.

® Enter the appropriate settings for the Kolab Cyrus IMAP server.
® Enter the appropriate settings for the Kolab SMTP server.

® Generate the configuration file.

All other tabs are optional and can be configured in the manner you desire. Follow a similar process of
making the change on one tab, then generate the config file, and do a rudimentary test to make sure you
can still use Horde. Roll back the changes if needed.
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Configuring the Horde Modules
Go back to http://localhost/horde.

= L
Froblem Help Log out

D"' Horde Horde Setup

e | Mail
- Organizing Application Status
E% administration Address Boak (urba) H3 (2.0.8) 0 Mi=sing canfiguration. ¥ou have to generate it now if vou want to use this applicatian.
7 Setup! Calendar (kronolith) H3 (2.0.6) 0 Missing configuration. You have to generate it now ifyou wantto use this application.
_____ : el Usersi Filters {ingo) H3 (1.0.2) 0 Missing configuration. You have to generate it now ifyou wantto use this application.
ﬁ STy Horde thorde) 3.0.9 .{ Application is ready.
. o Mail {imp) H3 (4.0.4) 0 Missing configuration. You have to generate it now ifyou want to use this application.
""" & Srmis=ians Motes {mnema) H3 (2.0.3) 0 Missing configuration. You have to generate it now ifyou wantto use this application.
asks (hag 0. issing configuration. You have to generate it now if you want to use this application.
""" & DEEiEE Tasks (nad) H3 (2.0.4) Missi fi tion. You h 1 te it if 1t thi licati
----- PHP Shell ) )
gSQL el Setup upgrade scripts available FTP upload of setup
_____ ﬂ oL Q Show differences between currently saved and the newly generated configuration. +* Lsername
Download generated configuration as PHP script. Password':
-8l Log out Save generated configuration as a PHP script to your server's tempaorary directory.

Notice that Horde is now configured.

Each of the remaining modules are configured in a similar manner, so we will cover the general process
here.

Click on each module, one at a time. Within each module, you will have options specific to that
module, though there are some common options that appear in all.

-E
- B Horde Calendar Set
[ Mail

o .
g ;ga.m.zmg . + What storage driver should we use? i8¢
B Administration

i % Setup # Driver canfiguration| Horde defaults -

'Calendar Driver Settings

L Users * Database table|kronolith_events |
ﬁz Groups FreeBusy Driver Settings
& PermiEsEns Default domain to add to attendee emall addresses ifnone is specwﬂed.| |
B DataTree * What free/busy driver should we use?| gqL |+
B PHP Shell * Drwerconﬂguranan[mm
B soL shell * Database table[ronolith_storage ]
L.E§cu Settings

Dﬁ( Options + Should keywords be loaded from configikeywords. php to be assigned to events?[_|

-l Log out Reminder Settings

% Server name from which reminder emails should be senl.| |
+ Email address from which reminder emails should he sent.| |

Menu Settings

* Should we display a Print link in the Kronalith menu? %)
+ Should we display an ImportiExport link in the Horde application menus? [/
Select any applications that should be linked in Kronolith's menu| chora

To select multiple iterns, hold down the Contral (PC) or Command (Mac) key while clicking

Generate Calendar Configuration

The image above shows the Calendar (Kronolith) configuration screen.
Notice the Storage Driver option (the first drop down). Whenever this is seen, set it to SQL.

Notice the last list box — this is other modules that can optionally be related to the current module. If
selected, you will have the appropriate options to access the current module when you are viewing one
of the selected module. You can choose one or more, by holding down the Control key and clicking
those you'd like.
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These two options appear in most of the modules. All other settings are specific to that module.
Make sure that every field that has a red asterisk (*) has a value entered. (checkboxes can be blank)

Once you have made any changes, click the Configure button in the bottom left corner. This will
generate the configuration file for that module.

For the Mail Module:

There is a Message and Spam tab. On this page, you can set up some integration with spamassassin.
Set the following to use Kolab's spamassassin:

- Horde Mail Setup
=i

@ 2rganizing
% Administration
- §¢ Options
gl Log out

" Successfully wrote fhome/horde/imp/config/conf.php

| External Liilities and Menu |_| User Capabilities and Constraints |_| Mail Server |_| Mailbox and Fetchmail |l CEEEDREENDEEN M| Compose H Custom Hooks |_| Other settings
Message Settings
+ Iffiltering of message content is turned on, where should we find the list of wards to filter 0ut?| ionfigiilter bt

+ Wihat should we replace filtered words W\lh?l*ﬂ* ‘

Spam Reporting
# Should we display a feport this message as spam' link in the message view? X
If 50, should we report them via email? The messages will be sentto this address ina single| ‘
multipartdigest message (useful for reparting to an admin user, for example).
Should we bounce the message to an email address? This is useful for automated spam| ‘
processing programs that need the original message. Ifyou need to dynamically set the email
address for each user (2.g. DSPAN), this setting should be empty and you should look atthe
_imp_hook_spam_hounce hook instead.
Should we report them via an external program? {e.0. fusrlocalbinispar |-r)mc,;a;_”;_,i,,, par in-r ‘

% Should we display a report this message as innocent' link in the messane view? X/
If 20, should we report them via email? The messages will he sentio this address ina single| ‘
rultipartidigest message {useful for reporting to an admin user, far example).
Should we hounce the message to an email address? This is useful for avtomated spam| ‘
processing programs that need the original message. Ifyou need fo dynamically set the email
address for each user {e.g. DSPAM), this setting should be empty and and you should look at the
_imp_hook_spam_bounce hook instead
Should we report them via an external program? (e.o. Justilocalibinisparr in -k} | fknlabibin/sparr \-kj

Generate Mail Configuration

® Turn on both checkboxes (allow the user to mark a message as spam or revoke it as spam)
® In the text box to report spam with an external program, enter the following:
o /kolab/bin/spamassassin -r
® In the text box to report a revoked spam message with an external program, enter the following:

o /kolab/bin/spamassassin -k

Make sure all modules are configured.
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Testing Horde as a user.

Once all the modules are configured, click the Mail link in the left hand navigation menu. You should
be prompted with a login screen. Use the information for a Kolab user to login. Do not do anything
else just yet.

If the above works, then we are all set and have one final configuration item to set.

Finalizing the Horde Configuration
Once you are satisfied everything seems to be working, we can do the final configuration items.

First, is to remove the need to login to the mail system, but not the main horde page. Horde is
preconfigured for an administrator to easily connect and get it set up. However to move to production
use, we should not default to an administrator.

Open the Administration / Horde page again, and select the Authentication tab.

In the “What backend should we use for authenticating” drop down list, select the “Let a Horde
application handle authentication”. Then make sure the IMP application is selected.

If any other backend is used for authentication, Horde will force two logins — once to access Horde, and
again to access mail.

Permissions

Finally, you might need to create some permissions before users can access Horde or it's modules
properly. You do this by selecting the Permissions link on the top or left navigation menus.
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If needed, click the Key icon to the right of All Permissions to add a new permission.
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Select the Module you would like to add permissions for. Then click the Add button.
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Select the appropriate permissions on each of the necessary tabs. Then click the Update button.
Repeat the process for each module that may need permissions.

There is not a lot of documentation on the permission system, but you might find something useful at
http://wiki.horde.org/PageSearch?referrer=PageSearch&page=PageSearch&params=permissions.

Conclusion

If all has gone well, you should be able to log out, and then log into Horde as a regular user to send and
receive mail. The proposed solution above has many areas that could be improved on, but it might be
best to wait until full Kolab integration makes it into an official release of Horde. For now though,
Horde is more than capable enough to provide web based email access.
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